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Abstract- The project proposes the enhancement of 
protection system for secret data communication through 

encrypted data concealment in bio-metrics. The main theme 
of the proposed system is to maintain the multiple 
documents for a single patient such as digital scan image, 
personal details, and diagnosis results in a single file.The 
proposed technique has three different input data of a single 
person like fingerprint, diagnosis result, and scan image. 
Here the fingerprint is used for person identification 
purposes by using Minutiae information Extraction from 

fingerprint. Then the patient scan image is separated into 
two different components (detailed and approximation 
component). The diagnosis result was encrypted using 
logistic mapping method. The encrypted result was hidden 
in the detailed component of the image using ALSB. The 
data hiding technique uses the ALSB replacement 
algorithm for concealing the diagnosis results into the 
detailed coefficients. In the data extraction module, the 

diagnosis data will be extracted by using relevant key for 
choosing the relevant data to extract the data. By using the 
decryption keys, extracted text data will be decrypted from 
encryption to get the original information. The minutiae 
information from fingerprint is also embedded in the 
structural component of image using Singular Value 
Decomposition method. In the Extraction part the medical 
image and diagnosis results are extracted after the 
fingerprint recognition process. If the fingerprint features 

are mismatched the user can’t access the patient details. 
Finally the performance of this proposal in encryption and 
data hiding will be analyzed based on image and data 
recovery. The parameters like PSNR (Peak Signal to Noise 
Ratio), RMSE (Root Mean Square Error), PRD (Percentage 
Residual Difference), Correlation and SSIM (Structural 
Similarity Index Measure) are measured. 

Keywords - Dual Watermarking, Telemedicine, Data 
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 I. INTRODUCTION 

    Image processing is discussed, which provides the 
secret data communication through encrypted data 

concealment in encrypted images. The image is then 

separated into three different input data of a single 

person like fingerprint, diagnosis result, and scan 

image textural detail will have the high frequency of 

texture and noise so it save the personal detail and 

diagnosis report of patients. Structural detail will 

have the low frequency of visible region so it saves 

the fingerprint of the doctor. singular points detection 

is to use as reference points for fingerprint matching 

and classification. Generally, accurate and efficient 

singular points detection considerably affects the 

overall fingerprint identification system. Fingerprints 

contain ridges and valleys separately, and these 

ridges flow almost parallel to each other. However, in 

the singular point area, this pattern is changed. Data 

hiding is a process to hide data into cover media.  

    Data hiding process links two set of data, a set of 

secret data and another set of cover media data. 

reversible data hiding, this can recover the original 

image without any change in the shape of the image 
after the hidden data have been extracted. The 

reversible data embedding is also known as lossless 

data embedding. The feature of reversible data 

embedding achieves real reversibility. To separate the 

process of data extraction and image decryption, 

allocate some space for data embedding. From the 

application point of view reversible data hiding is 

used as an information carrier. To increase the 

payload capacity, first we select an embedding area 

in an image. Second embed both the payload and 

original value in this area. In this paper we present 

the high capacity and high visual quality, reversible 
data hiding for digital images. Our method can be 

applied to digital audio and video. This technique is 

used in military imagery, medical imagery and law 

forensics. 

II. SCOPE 
          Dual watermarking method uses to reduce the 

bandwidth and improve the safety of secret carrier 

information. To make that information inaccessible to 

any intruder having a random method. Multiple 

documents can be sending in a single file. It protects 

privacy information during data communication over 

unsecure channel based on data encryption and data 

hiding technique. To improve the data hiding 

technique uses the logistic map encryption and 
adaptive LSB replacement algorithm for concealing 

the secret message bits into the encrypted image. 

III. EXISTING SYSTEM 

   The existing system uses pixel difference expansion 

method for data embedding. The data hiding capacity 

is low in this technique. Bit modification technique is 

used. Patient data merging can be taken place when 
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sending multiple documents. It introduced some error 

on data extraction.so its degrade the image quality 

more distortion due to hiding process when using 

spatial fusion algorithm no accurate extraction can be 

done in RSA algorithm. More computational time is 

needed for stream cipher algorithm.                                               

IV. PROPOSED SYSTEM 

   Secret data concealment within patient scan images 

using logistic mapping based encryption, Lifting 

wavelet Transform, ALSBreplacement technique and 

singular value decomposition. In this framework first 

reserves enough space on original image and then 

convert the image into its encrypted versions with the 
encryption key. Data hiding will be analyzed based 

on image and data recovery. Then the patient scan 

image is separated into two different components are 

detailed and approximation component the diagnosis 

result was encrypted   using logistic mapping method. 

Multiple documents can be sending in a single file 

and reduces the bandwidth. 

V. METHODOLOGY 

A. Minutiae Extraction 

   The accurate representation image of the fingerprint 

is critical to automatic fingerprint identification 

systems, because most of the commercial large-scale 

systems are dependent only on the feature-based 

matching from the all the fingerprint features, 

minutia point features is only the unique to 

discriminate amongst fingerprints robustly the 

complex fingerprint recognition problem will be 
reduced by minutiae feature to a point pattern 

matching issue. To achieve high accuracy minutiae 

with varied quality fingerprint images, the algorithm 

needs to separate foreground and background from 

noisy stages the fingerprint enhancement is to 

improve the clarity of ridges and valleys of the input 

images in the singular point area. which includes all 

ridge-valley regions and not the background based. 

 

 

Fig 1 Block diagram of data protection 

 

Fig 2 Block Diagram of Authentication and Text Data 

Extraction 

    The image enhancement algorithm must keep the 

original flow pattern without altering the singularity, 

the join broken ridges and clean artifacts between 

pseudo-parallel ridges, and not introduce false 

information. After that finally minutiae detection 

algorithm needs to be efficient. It can be classify as 

methods broadly into two categories:  

1) Those that work on the images based on the  

binarized  fingerprint 

2)Images  that work directly on gray-scale fingerprint 

images. 

B. Lifting wavelet transformation 

   This technique is used to separate the component 

present in the spatial image. LWT decomposes the 

image into different subband images, namely, LL, 
LH, HL, and HH for embedding the messages in the  

pixel coefficients of subbands. Lifting scheme is a 

method which is used  to convert DWT coefficients 

to Integer coefficients without losing information. LL 

subbands contains the significant part of the spatial 

domain image. High-frequency subband contains the 

edge information of input image which is given for 

reserved space foe hiding the text data. 

   The particular secret text data is embedded into the 

wavelet coefficients of high frequency subbands 

because it is non sensitive to human visual system. 
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Fig 3 Block Diagram of Lifting Wavelet Transformation 

Step1: Column wise processing to get H and L         

H = (Co-Ce) and L = (Ce+ [H/2]) Where Co and Ce 

is the odd column and even column wise pixel values 

Step 2: Row wise processing to get LL,LH,HL and 

HH,Separate odd and even rows of H and L,Namely, 

Hodd – odd row of H,  

Lodd- odd row of L, 

Heven- even row of H,  

Leven- even row of L, 

LH = Lodd-Leven , 

LL = Leven + [LH / 2] 

HH = Hodd – Heven , 

HL = Heven + [HH / 2] 

   Inverse Integer wavelet transform is formed by 

Reverse liftingscheme. Procedure is similar to the 
forward lifting scheme. 

C. Logistic Mapping Based Encryption 

   This method is the advanced encryption standard to 

encrypt the image for secure transmission.It encrypts 
the diagnosis text values with encryption key value 

generated from logistic sequence with threshold 

function by bitxor operation .Here logistic map is 

used for generation of different map sequence. 

    It is very useful to transmit the secret image 

through unsecure channel securely which prevents 

data hacking. SVD has many good mathematical 
characteristics.    

1)The size of the matrices from SVD transformation 

is not   fixed and can be a square or a rectangle.  

 

2)The SVs (Singular Values) of an image have very 

good standard it means when a small perturbation is 

added with the image, its SVs do not vary rapidly. 

 

3)SVs represent algebraic image properties which are 

intrinsic and not visual. The finger print data will be 
concealing into singular values of structural details 

and this feature will preserve the hidden image from 

affine distortions. 

 

Fig 4 Logistic Mapping Process Flow 

D. Singular Value Decomposition 

   SVD has many good mathematical characteristics.   

1) The size of the matrices from SVD transformation 

is not   fixed and can be a square or a rectangle.  

2) The SVs (Singular Values) of an image have very 

good standard it means when a small perturbation is 

added with the image, its SVs do not vary rapidly;  

3) SVs represent algebraic image properties which 

are intrinsic and not visual. The finger print data will 

be concealing into singular values of structural details 

and this feature will preserve the hidden image from 

affine distortions. 

E. Embedding 

   The secret image will be decomposed into singular 

and two orthogonal matrix.These values are 

concealing into singular values of low frequency 

subbands by modifying it through key value.The key 

should be selected as least value to reduce the 

embedding error. The singular value of subband will 

be modified by, 

Ms = Cs + (Ws * K) 

Where, Cs  – Singular value of cover image 

subbands,Ws – Singular value of secret data,Ms – 

Modified Singular matrix,  K – Least Key Value.   

F. Adaptive LSB Embedding 
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    A 8-bit gray scale image matrix consisting m × n 

pixels and a secret message consisting of k bits. In 

that first bit of message is embedded into the LSB of 

the first pixel and the second bit of message is 

embedded into the second pixel and so on. The final 

result Stego-image which holds the secret message is 
also a 8-bit gray scale image and difference between 

the cover image and the Stego-image is not visually 

perceptible. 

   The quality of the image, however degrades with 

the increase in number of LSBs. The error between 

input and output image will be introduce by the 

hiding process and it is determined by mean square 

error and Peak signal to noise ratio determines the 
image quality.The basic concept of LSB substitution 

is to embed the confidential data at the rightmost bits 

(bits with the smallest weighting) so that the 

embedding procedure does not affect the original 

pixel value greatly. The mathematical representation 

for LSB method is:  x represents the i th pixel value 

of the   stego-image, i x represents that of the original 

cover-image, and i m represents the decimal value of 

the i th block in confidential data. The number of 

LSBs to be substituted is denoted as k. This method 

is easy and straightforward. However, when the 
capacity is greatly increased, the image quality 

decreases a lot and hence a suspected stego-image 

results. Furthermore, the confidential data might be 

easily stolen by simply extracting the k-rightmost bits 

directly.  

 

Fig 5 ALSB Algorithm Flow 

G. Quality measures for image 

   The Quality of the reconstructed image is measured 

interms of mean square error (MSE) and peak signal 

to noise ratio (PSNR) ratio. The MSE is often called 

reconstruction error variance q
2. The MSE between 

the original image f and the reconstructed image g at 

decoder is defined as: 

MSE=q
2
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   Where the sum over j, k denotes the sum over all 

pixels in the image and N is the number of pixels in 

each image. From that the peak signal-to-noise ratio 
is defined as the ratio between signal variance and 

reconstruction error variance. The PSNR between 

two images having 8 bits per pixel in terms of 

decibels (dBs) is given by: 

PSNR = 10 log10 








MSE

2255

 

    

Generally when PSNR is 40 dB or greater, then the 

original and the reconstructed images are virtually 

indistinguishable. It is used to find the similarity 

between two different images with their intensities. It 

will be described by, 

Cor_coef=[sum(sum(u1.*u2))]/ / 

[sqrt(sum(sum(u1.*u1))*sum(sum(u2.*u2)))]; 

Where, u1 = F1 – mean of F1, u2 = F2 – mean of 

F2F1 – Cover Image and F2 – Encrypted Image  

VI. CONCLUSION 

    The minutiae information from fingerprint is 

embedded in the structural component of image using 

singular value decomposition method. In the 

extraction part the medical image and diagnosis 

results are extracted after the fingerprint recognition 

process. If the fingerprint features are mismatched 

the user can’t access the patient details. Finally the 

performance of this proposal in encryption and data 

hiding will be analyzed based on image and data 

recovery.  The parameters like peak signal to noise 

ratio, root mean square error, percentage residual 

difference, correlation and structural similarity index 

measure are measured. In separate data extraction and 

greatly improvement on the quality of marked 

decrypted image. The computer experiments show it 

will give excellent PSNR after embedding. The main 

aim of the project is to reduce the bandwidth while 
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sending the multiple documents in a single file.we 

extended the research to match the fingerprint of the 

doctor in the proposed scheme. Eventually, arrived to 

the conclusion that dual watermarking scheme is 

more suitable to be implemented in telemedicine 

application. 
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